COMPANY CELL PHONE POLICY

[COMPANY NAME]

[COMPANY ADDRESS]

[CITY, STATE, ZIP CODE]

Effective Date: [EFFECTIVE DATE]

Policy Number: [POLICY NUMBER]

Department: [DEPARTMENT NAME]

Policy Owner: [POLICY OWNER NAME AND TITLE]

RE: COMPANY-ISSUED CELL PHONE AND MOBILE DEVICE POLICY

1. PURPOSE AND SCOPE

1.1 Purpose: This policy establishes the rules, responsibilities, and procedures governing the use of company-issued cell phones and mobile devices by employees of [COMPANY NAME].

1.2 Scope: This policy applies to all employees, contractors, temporary workers, and interns who are issued a company cell phone or who use a personal device to conduct company business.

1.3 Covered Devices: This policy covers cell phones, smartphones, tablets, mobile hotspots, and any other portable electronic device provided by [COMPANY NAME] or authorized for business use.

2. ELIGIBILITY AND DEVICE ISSUANCE

2.1 Eligible Employees: The following employees are eligible for a company-issued cell phone: [ELIGIBLE JOB TITLES OR DEPARTMENTS].

2.2 Approval Authority: All company cell phones must be approved by [APPROVING MANAGER NAME AND TITLE] before issuance.

2.3 Device Issuance: Devices will be issued by [IT DEPARTMENT OR ISSUING DEPARTMENT NAME] on [ISSUANCE DATE OR UPON REQUEST].

2.4 Device Selection: The available device models and service plans are determined by [COMPANY NAME] and may be updated from time to time.

2.5 Employee Acknowledgment: The employee must sign the Device Acknowledgment Form before receiving the device.

3. AUTHORIZED USE

3.1 Business Use: Company cell phones are provided primarily for business-related communication and tasks.

3.2 Personal Use: Limited personal use is [PERMITTED / NOT PERMITTED] provided it does not interfere with job duties, incur excessive costs, or violate any company policy.

3.3 Prohibited Uses: Company cell phones may not be used for illegal activities, harassment, discrimination, accessing inappropriate content, or any activity that violates [COMPANY NAME] policies or applicable law.

3.4 International Use: Employees traveling internationally must obtain prior approval from [APPROVING MANAGER NAME AND TITLE] and follow the international usage guidelines provided by [IT DEPARTMENT NAME].

4. FINANCIAL RESPONSIBILITY

4.1 Monthly Service Charges: [COMPANY NAME] will pay the monthly service charges up to [MONTHLY DOLLAR LIMIT] per device.

4.2 Excess Charges: Any charges exceeding [MONTHLY DOLLAR LIMIT] must be approved in advance by [APPROVING MANAGER NAME AND TITLE]. Unapproved excess charges may be deducted from the employee's pay where permitted by law.

4.3 Personal Charges: Employees are responsible for all personal charges, including but not limited to [LIST EXAMPLES SUCH AS APP PURCHASES, PREMIUM SERVICES, INTERNATIONAL ROAMING].

4.4 Reimbursement: Employees who use personal devices for business purposes may request reimbursement of [REIMBURSEMENT AMOUNT OR PERCENTAGE] per month by submitting [REIMBURSEMENT FORM NAME] to [FINANCE DEPARTMENT CONTACT].

5. DEVICE SECURITY AND DATA PROTECTION

5.1 Passcode Requirement: All company cell phones must be protected by a passcode, PIN, or biometric lock of at least [MINIMUM CHARACTERS] characters.

5.2 Encryption: Devices must remain encrypted at all times as configured by [IT DEPARTMENT NAME].

5.3 Software Updates: Employees must install all security updates and patches within [NUMBER] days of release.

5.4 Prohibited Modifications: Employees may not jailbreak, root, or otherwise modify the device's operating system.

5.5 Third-Party Applications: Only applications approved by [IT DEPARTMENT NAME] may be installed on company devices.

5.6 Lost or Stolen Devices: Employees must report a lost or stolen device to [IT DEPARTMENT CONTACT] and [SECURITY CONTACT] within [NUMBER] hours of discovery.

5.7 Remote Wipe: Employees acknowledge that [COMPANY NAME] reserves the right to remotely wipe all data from the device upon termination of employment or in the event of a security incident.

6. MONITORING AND PRIVACY

6.1 Company Access: [COMPANY NAME] reserves the right to monitor, access, review, and disclose all data, communications, and usage on company-issued devices.

6.2 No Expectation of Privacy: Employees have no expectation of privacy regarding any data stored on or transmitted through company-issued devices.

6.3 Personal Data: Employees are advised not to store personal data on company devices. [COMPANY NAME] is not responsible for loss of personal data.

6.4 Consent: By signing this policy, the employee consents to the monitoring and access described in this section.

7. DEVICE CARE AND MAINTENANCE

7.1 Proper Care: Employees must take reasonable care of the device and protect it from damage, loss, or theft.

7.2 Repairs: Damaged devices must be reported to [IT DEPARTMENT CONTACT] immediately. Repairs will be arranged by [IT DEPARTMENT NAME].

7.3 Replacement: Devices will be replaced according to the replacement schedule of [REPLACEMENT INTERVAL, E.G., EVERY 24 MONTHS] or as determined by [IT DEPARTMENT NAME].

7.4 Damage Fees: Employees may be charged [DAMAGE FEE AMOUNT] for damage resulting from negligence or misuse, where permitted by law.

8. RETURN OF DEVICE

8.1 Return Upon Termination: Employees must return all company-issued devices, accessories, and chargers to [IT DEPARTMENT NAME] on or before their last day of employment.

8.2 Return Upon Request: Employees must return devices upon request by [APPROVING MANAGER NAME AND TITLE] or [IT DEPARTMENT NAME].

8.3 Failure to Return: Failure to return company property may result in deduction from final pay where permitted by law and may be pursued as a legal matter.

8.4 Data Transfer: Employees are responsible for transferring any personal data off the device before returning it.

9. POLICY COMPLIANCE AND DISCIPLINE

9.1 Compliance: All employees must comply with this policy and all related [COMPANY NAME] policies.

9.2 Violations: Violations of this policy may result in disciplinary action, up to and including termination of employment.

9.3 Legal Compliance: Employees must comply with all applicable laws and regulations regarding mobile device use, including distracted driving laws.

10. ACKNOWLEDGMENT AND SIGNATURES

10.1 Acknowledgment: By signing below, the employee acknowledges that they have read, understood, and agree to comply with this Company Cell Phone Policy.

10.2 Employee Information:

Employee Name: [EMPLOYEE NAME]

Employee ID: [EMPLOYEE ID]

Job Title: [JOB TITLE]

Department: [DEPARTMENT NAME]

Device Issued: [DEVICE MAKE AND MODEL]

Device Serial Number: [DEVICE SERIAL NUMBER]

Phone Number: [DEVICE PHONE NUMBER]

Date Issued: [DATE ISSUED]

10.3 Employee Signature:

Employee Signature: ______________________________

Printed Name: [EMPLOYEE NAME]

Date: [DATE SIGNED]

10.4 Company Representative Signature:

Company Representative Signature: ______________________________

Printed Name: [COMPANY REPRESENTATIVE NAME]

Title: [COMPANY REPRESENTATIVE TITLE]

Date: [DATE SIGNED]

10.5 HR Review:

HR Representative Signature: ______________________________

Printed Name: [HR REPRESENTATIVE NAME]

Date: [DATE SIGNED]
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