DATA BACKUP AND DISASTER RECOVERY AGREEMENT TEMPLATE

This Data Backup and Disaster Recovery Agreement ("Agreement") is entered into as of [EFFECTIVE DATE] ("Effective Date"), by and between:

[PROVIDER LEGAL NAME], a [PROVIDER ENTITY TYPE] organized under the laws of [PROVIDER JURISDICTION], with its principal place of business at [PROVIDER ADDRESS] ("Provider");

and

[CLIENT LEGAL NAME], a [CLIENT ENTITY TYPE] organized under the laws of [CLIENT JURISDICTION], with its principal place of business at [CLIENT ADDRESS] ("Client").

Provider and Client may be referred to individually as a "Party" and collectively as the "Parties."

RE: Data backup, disaster recovery, and business continuity services for [SYSTEMS OR DATA SCOPE]

1. DEFINITIONS

1.1 "Backup Services" means the data backup services described in Section 3 and Exhibit A.

1.2 "Disaster Recovery Services" means the disaster recovery and business continuity services described in Section 4 and Exhibit A.

1.3 "Protected Data" means the Client data, systems, applications, and configurations identified in Exhibit A that are subject to this Agreement.

1.4 "Recovery Point Objective" or "RPO" means the maximum acceptable amount of data loss measured in time, as specified in Exhibit A.

1.5 "Recovery Time Objective" or "RTO" means the maximum acceptable time to restore a system or service after a disruption, as specified in Exhibit A.

1.6 "Disaster" means any event that causes or threatens to cause a material disruption to Client's access to or use of Protected Data, including [LIST EXAMPLES OF DISASTER EVENTS].

1.7 "Business Day" means [DEFINE BUSINESS DAYS AND HOURS].

1.8 "Confidential Information" means [DEFINE CONFIDENTIAL INFORMATION].

2. SCOPE OF SERVICES

2.1 Services Provided: Provider shall provide the Backup Services and Disaster Recovery Services described in Exhibit A in accordance with this Agreement.

2.2 Service Locations: The services shall be performed at [SERVICE LOCATIONS] and through the data centers and systems identified in Exhibit A.

2.3 Exclusions: The following are excluded from the scope of services unless separately agreed in writing: [LIST EXCLUSIONS].

2.4 Dependencies: Client shall provide the access, connectivity, credentials, and cooperation described in Exhibit A as necessary for Provider to perform the services.

3. DATA BACKUP SERVICES

3.1 Backup Schedule: Provider shall perform backups of Protected Data on the following schedule: [BACKUP SCHEDULE].

3.2 Backup Types: The backup types to be performed include [FULL BACKUP FREQUENCY], [INCREMENTAL BACKUP FREQUENCY], and [DIFFERENTIAL BACKUP FREQUENCY].

3.3 Backup Retention: Provider shall retain backup copies for the following periods: [RETENTION PERIODS].

3.4 Backup Locations: Backups shall be stored at [PRIMARY BACKUP LOCATION] and [SECONDARY OR OFFSITE BACKUP LOCATION].

3.5 Encryption: All backup data shall be encrypted in transit and at rest using [ENCRYPTION STANDARDS].

3.6 Backup Verification and Testing: Provider shall verify the integrity of backups [VERIFICATION FREQUENCY] and shall conduct restoration tests [RESTORATION TEST FREQUENCY].

3.7 Recovery Point Objective: Provider shall maintain an RPO of [RPO VALUE] for the Protected Data identified in Exhibit A.

3.8 Client Responsibilities: Client shall [DESCRIBE CLIENT BACKUP RESPONSIBILITIES, INCLUDING DATA CLASSIFICATION AND NOTIFICATION OF CHANGES].

4. DISASTER RECOVERY SERVICES

4.1 Disaster Recovery Plan: Provider shall maintain a written disaster recovery plan covering the services described in Exhibit A and shall review and update it [REVIEW FREQUENCY].

4.2 Recovery Time Objective: Provider shall use commercially reasonable efforts to restore the affected services within an RTO of [RTO VALUE].

4.3 Failover and Redundancy: Provider shall maintain the redundancy, failover, and alternate processing arrangements described in Exhibit A, including [DESCRIBE REDUNDANCY MEASURES].

4.4 Disaster Declaration: Either Party may declare a Disaster by notifying the other Party in accordance with Section 12. Upon declaration, Provider shall initiate the disaster recovery procedures described in Exhibit A.

4.5 Recovery Priorities: Restoration shall follow the priority order for systems and data set forth in Exhibit A.

4.6 Communication During a Disaster: Provider shall provide status updates to Client at [UPDATE FREQUENCY] during an active Disaster, through the contacts listed in Exhibit A.

4.7 Annual Testing: Provider shall conduct a full disaster recovery test at least [TEST FREQUENCY] and shall provide Client with a written test report within [REPORT DELIVERY PERIOD] after each test.

4.8 Client Cooperation: Client shall participate in disaster recovery testing as reasonably requested and shall maintain the contact information and dependencies described in Exhibit A.

5. SERVICE LEVELS

5.1 Service Availability: Provider shall make the Backup Services and Disaster Recovery Services available [AVAILABILITY PERCENTAGE] of the time, measured [MEASUREMENT METHOD].

5.2 Service Credits: If Provider fails to meet the service levels in this Section 5, Client shall be entitled to the service credits described in Exhibit B.

5.3 Reporting: Provider shall deliver service level reports to Client [REPORTING FREQUENCY].

5.4 Exclusions from Service Levels: Service level commitments do not apply to failures caused by [LIST EXCLUSIONS, SUCH AS CLIENT SYSTEMS, FORCE MAJEURE, OR SCHEDULED MAINTENANCE].

6. FEES AND PAYMENT

6.1 Fees: Client shall pay Provider the fees set forth in Exhibit C, including [SETUP FEE], [RECURRING FEE], and [USAGE-BASED FEES].

6.2 Invoicing: Provider shall invoice Client [INVOICING FREQUENCY], and Client shall pay each undisputed invoice within [PAYMENT TERM] days of receipt.

6.3 Late Payment: Overdue amounts shall accrue interest at [LATE PAYMENT RATE] per month or the maximum rate permitted by law, whichever is lower.

6.4 Taxes: Fees are exclusive of applicable taxes, which Client shall pay, except for taxes on Provider's income.

6.5 Fee Adjustments: Provider may adjust fees upon [NOTICE PERIOD] prior written notice, not more than [ADJUSTMENT FREQUENCY].

7. TERM AND TERMINATION

7.1 Initial Term: This Agreement begins on the Effective Date and continues for an initial term of [INITIAL TERM] ("Initial Term").

7.2 Renewal: This Agreement shall automatically renew for successive periods of [RENEWAL TERM] unless either Party provides written notice of non-renewal at least [NON-RENEWAL NOTICE PERIOD] before the end of the then-current term.

7.3 Termination for Cause: Either Party may terminate this Agreement upon written notice if the other Party materially breaches this Agreement and fails to cure the breach within [CURE PERIOD] days after receiving written notice of the breach.

7.4 Termination for Insolvency: Either Party may terminate this Agreement immediately upon written notice if the other Party becomes insolvent, makes an assignment for the benefit of creditors, or becomes subject to bankruptcy or similar proceedings.

7.5 Effect of Termination: Upon termination or expiration, Provider shall [DESCRIBE DATA RETURN AND DELETION OBLIGATIONS] and Client shall pay all amounts due for services performed through the termination date.

7.6 Transition Assistance: At Client's request and for the fees in Exhibit C, Provider shall provide transition assistance for [TRANSITION PERIOD] following termination or expiration.

8. DATA SECURITY AND CONFIDENTIALITY

8.1 Security Measures: Provider shall implement and maintain administrative, technical, and physical safeguards consistent with [SECURITY STANDARDS OR FRAMEWORKS] to protect Protected Data.

8.2 Confidentiality: Each Party shall protect the other Party's Confidential Information using at least reasonable care and shall use it only to perform obligations under this Agreement.

8.3 Personnel: Provider shall require its personnel with access to Protected Data to be bound by confidentiality obligations and to complete security awareness training [TRAINING FREQUENCY].

8.4 Security Incidents: Provider shall notify Client of any confirmed security incident affecting Protected Data without undue delay and in any event within [INCIDENT NOTIFICATION PERIOD] hours, and shall cooperate in investigation and remediation.

8.5 Subprocessors: Provider may engage subcontractors or subprocessors to perform services only with Client's prior written consent and subject to written obligations no less protective than this Agreement.

8.6 Audit Rights: Client may audit Provider's compliance with this Section 8 [AUDIT FREQUENCY] upon [AUDIT NOTICE PERIOD] prior written notice, subject to confidentiality and reasonable scheduling.

9. DATA OWNERSHIP AND RETENTION

9.1 Ownership: As between the Parties, Client owns all Protected Data and all backup copies of Protected Data.

9.2 Access and Use: Provider shall access and use Protected Data only as necessary to provide the services and as required by law.

9.3 Return of Data: Upon termination or expiration, Provider shall return Protected Data to Client in [DATA FORMAT] within [DATA RETURN PERIOD].

9.4 Deletion: After the return period, Provider shall securely delete Protected Data within [DELETION PERIOD] and certify deletion in writing upon Client's request.

9.5 Legal Holds: Provider may retain Protected Data as required by law, provided it protects the retained data and limits its use to the legally required purpose.

10. COMPLIANCE AND LEGAL REQUIREMENTS

10.1 Compliance: Each Party shall comply with laws applicable to its performance under this Agreement, including [IDENTIFY APPLICABLE DATA PROTECTION LAWS].

10.2 Regulatory Requirements: Provider shall maintain the certifications and attestations identified in Exhibit A, including [LIST CERTIFICATIONS].

10.3 Notification of Legal Requests: If Provider receives a legal request for Protected Data, it shall, unless legally prohibited, notify Client promptly and cooperate with Client's reasonable efforts to resist or limit the request.

11. REPRESENTATIONS AND WARRANTIES

11.1 Mutual Representations: Each Party represents that it has the authority to enter into this Agreement and that its performance will not violate any agreement or law binding on it.

11.2 Provider Warranties: Provider warrants that the services will be performed in a professional and workmanlike manner and in accordance with this Agreement and Exhibit A.

11.3 Remedy: Client's exclusive remedy for breach of the warranty in Section 11.2 is re-performance of the affected services or, if re-performance is not feasible, a refund of fees paid for the affected services.

11.4 Disclaimer: EXCEPT AS EXPRESSLY STATED IN THIS AGREEMENT, NEITHER PARTY MAKES ANY OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

12. INDEMNIFICATION

12.1 Provider Indemnity: Provider shall indemnify and defend Client against third-party claims arising from [PROVIDER INDEMNITY SCOPE, SUCH AS NEGLIGENCE, WILLFUL MISCONDUCT, OR INFRINGEMENT].

12.2 Client Indemnity: Client shall indemnify and defend Provider against third-party claims arising from [CLIENT INDEMNITY SCOPE, SUCH AS CLIENT DATA OR CLIENT'S USE OF THE SERVICES].

12.3 Indemnification Procedure: The indemnified Party shall promptly notify the indemnifying Party, allow it to control the defense, and cooperate reasonably, at the indemnifying Party's expense.

13. LIMITATION OF LIABILITY

13.1 Exclusion of Indirect Damages: Neither Party shall be liable for indirect, incidental, special, consequential, or punitive damages, or for lost profits or lost data, except as excluded from this limitation in Section 13.3.

13.2 Liability Cap: Each Party's total aggregate liability under this Agreement shall not exceed [LIABILITY CAP AMOUNT OR FORMULA].

13.3 Exceptions: The limitations in this Section 13 do not apply to [LIST EXCEPTIONS, SUCH AS INDEMNIFICATION OBLIGATIONS, CONFIDENTIALITY BREACHES, OR WILLFUL MISCONDUCT].

14. INSURANCE

14.1 Coverage: Provider shall maintain insurance coverage with financially sound insurers, including [INSURANCE TYPES AND MINIMUM LIMITS].

14.2 Certificates: Provider shall provide Client with certificates of insurance upon request and shall notify Client of cancellation or material reduction in coverage within [INSURANCE NOTICE PERIOD] days.

15. FORCE MAJEURE

15.1 Excused Performance: Neither Party shall be liable for delays or failures caused by events beyond its reasonable control, including [LIST FORCE MAJEURE EVENTS].

15.2 Notice and Mitigation: The affected Party shall notify the other Party promptly and use reasonable efforts to mitigate the effects of the event.

15.3 Extended Force Majeure: If a force majeure event continues for more than [FORCE MAJEURE PERIOD] days, either Party may terminate this Agreement upon written notice.

16. DISPUTE RESOLUTION

16.1 Negotiation: The Parties shall attempt in good faith to resolve any dispute through negotiation between [NEGOTIATION CONTACTS] within [NEGOTIATION PERIOD] days after written notice of the dispute.

16.2 Mediation: If negotiation fails, the Parties shall submit the dispute to mediation administered by [MEDIATION PROVIDER] in [MEDIATION LOCATION].

16.3 Litigation or Arbitration: If mediation fails, the dispute shall be resolved by [LITIGATION OR ARBITRATION] in [VENUE OR ARBITRATION LOCATION] under [GOVERNING RULES].

17. GENERAL PROVISIONS

17.1 Governing Law: This Agreement is governed by the laws of [GOVERNING JURISDICTION], without regard to conflict of laws principles.

17.2 Entire Agreement: This Agreement, including its Exhibits, is the entire agreement between the Parties regarding its subject matter and supersedes all prior agreements and understandings.

17.3 Amendment: This Agreement may be amended only by a written instrument signed by authorized representatives of both Parties.

17.4 Assignment: Neither Party may assign this Agreement without the other Party's prior written consent, except to an affiliate or in connection with a merger, acquisition, or sale of substantially all assets.

17.5 Notices: Notices under this Agreement shall be in writing and delivered to the addresses below, or to such other address as a Party designates in writing:

Provider Notice Address: [PROVIDER NOTICE ADDRESS]

Provider Notice Contact: [PROVIDER NOTICE CONTACT NAME AND EMAIL]

Client Notice Address: [CLIENT NOTICE ADDRESS]

Client Notice Contact: [CLIENT NOTICE CONTACT NAME AND EMAIL]

17.6 Severability: If any provision of this Agreement is held invalid or unenforceable, the remaining provisions shall remain in full force and effect.

17.7 Waiver: A Party's failure to enforce any provision of this Agreement is not a waiver of its right to enforce that provision or any other provision later.

17.8 Independent Contractors: The Parties are independent contractors, and nothing in this Agreement creates a partnership, joint venture, agency, or employment relationship.

17.9 Counterparts: This Agreement may be executed in counterparts, including electronic counterparts, each of which is an original and all of which together constitute one instrument.

17.10 Survival: The provisions of this Agreement that by their nature should survive termination or expiration, including Sections 8, 9, 12, 13, and 17, shall survive.

18. SIGNATURES

IN WITNESS WHEREOF, the Parties have executed this Agreement as of the Effective Date.

PROVIDER:

[PROVIDER LEGAL NAME]

By: [PROVIDER SIGNATORY NAME]

Title: [PROVIDER SIGNATORY TITLE]

Date: [PROVIDER SIGNATURE DATE]

CLIENT:

[CLIENT LEGAL NAME]

By: [CLIENT SIGNATORY NAME]

Title: [CLIENT SIGNATORY TITLE]

Date: [CLIENT SIGNATURE DATE]

EXHIBIT A — SCOPE OF SERVICES, SYSTEMS, AND SERVICE LEVELS

A.1 Protected Data and Systems: [LIST PROTECTED DATA AND SYSTEMS].

A.2 Backup Schedule and Retention: [DESCRIBE BACKUP SCHEDULE AND RETENTION].

A.3 RPO and RTO: [SPECIFY RPO AND RTO BY SYSTEM].

A.4 Recovery Priorities: [LIST RECOVERY PRIORITY ORDER].

A.5 Data Center and Storage Locations: [LIST LOCATIONS].

A.6 Certifications and Attestations: [LIST CERTIFICATIONS].

A.7 Client Dependencies and Responsibilities: [DESCRIBE CLIENT RESPONSIBILITIES].

A.8 Testing Schedule and Reporting: [DESCRIBE TESTING SCHEDULE AND REPORTING].

EXHIBIT B — SERVICE LEVELS AND SERVICE CREDITS

B.1 Availability Commitment: [AVAILABILITY PERCENTAGE].

B.2 Measurement Method: [MEASUREMENT METHOD].

B.3 Service Credit Schedule: [DESCRIBE SERVICE CREDITS].

B.4 Credit Request Procedure: [DESCRIBE PROCEDURE AND DEADLINE].

EXHIBIT C — FEES AND PAYMENT SCHEDULE

C.1 Setup Fee: [SETUP FEE].

C.2 Recurring Fees: [RECURRING FEE AND BILLING FREQUENCY].

C.3 Usage-Based Fees: [USAGE RATES].

C.4 Transition Assistance Fees: [TRANSITION FEES].

C.5 Payment Terms: [PAYMENT TERM] days from invoice date.
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