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1. PURPOSE AND SCOPE

1.1 Purpose: This policy establishes the standards, expectations, and rules governing employee use of social media, the internet, email, and company-provided electronic devices and accounts.

1.2 Scope: This policy applies to all employees, contractors, interns, temporary workers, and volunteers of [COMPANY NAME], including full-time, part-time, and remote personnel.

1.3 Covered Resources: This policy covers company-owned computers, mobile devices, tablets, email accounts, internet access, social media accounts, messaging platforms, and any personal device used for company business.

1.4 Acknowledgment: All covered individuals must read, sign, and return the acknowledgment section of this policy prior to accessing company systems.

2. DEFINITIONS

2.1 Social Media: Any online platform, application, or service enabling users to create, share, or exchange content, including but not limited to [LIST OF EXAMPLES].

2.2 Company Systems: All hardware, software, networks, accounts, and data owned, leased, or managed by [COMPANY NAME].

2.3 Confidential Information: All non-public information relating to [COMPANY NAME], including trade secrets, client lists, financial data, and proprietary processes.

2.4 Personal Device: Any device not owned by [COMPANY NAME] that is used to access company systems or conduct company business.

3. ACCEPTABLE USE OF COMPANY SYSTEMS

3.1 Business Use: Company systems are provided primarily for business purposes and must be used in accordance with this policy.

3.2 Limited Personal Use: Incidental personal use of company systems is permitted provided it does not interfere with work duties, violate this policy, or incur costs to [COMPANY NAME].

3.3 Prohibited Activities: Employees may not use company systems to access, transmit, or store unlawful, harassing, defamatory, obscene, or discriminatory material.

3.4 Prohibited Activities (Continued): Employees may not use company systems for gambling, unauthorized commercial activity, political campaigning, or chain letters.

3.5 Security: Employees must not disable, bypass, or attempt to circumvent security controls, firewalls, or antivirus software on company systems.

3.6 Passwords: Employees must use strong, unique passwords for company accounts and must not share credentials with any other person.

4. SOCIAL MEDIA USE

4.1 Personal Social Media: Employees may maintain personal social media accounts, subject to the restrictions in this policy.

4.2 Identification: Employees who discuss [COMPANY NAME] or their work on social media must clearly identify themselves as employees and state that their views are their own.

4.3 Prohibited Disclosures: Employees may not post Confidential Information, client information, internal communications, or non-public financial information on any social media platform.

4.4 Prohibited Content: Employees may not post content that is defamatory, discriminatory, harassing, threatening, or that disparages [COMPANY NAME], its clients, customers, or coworkers.

4.5 Company Accounts: Only employees authorized by [AUTHORIZED ROLE] may post on behalf of [COMPANY NAME] or manage official company social media accounts.

4.6 Media Inquiries: Employees must refer all media inquiries and requests for comment to [MEDIA CONTACT NAME AND TITLE] and must not respond directly.

4.7 Client Confidentiality: Employees must not post photographs, videos, or information about clients, customers, or worksites without written authorization from [AUTHORIZED ROLE].

4.8 Endorsements: Employees must not use company logos, trademarks, or branding on personal social media without prior written approval from [AUTHORIZED ROLE].

5. INTERNET AND EMAIL USE

5.1 Internet Access: Internet access is provided for business purposes and incidental personal use consistent with Section 3.

5.2 Email Use: Company email accounts must be used for business communications and may not be used to send harassing, discriminatory, or confidential material to unauthorized recipients.

5.3 Phishing and Suspicious Messages: Employees must report suspicious emails, links, or attachments to [IT CONTACT NAME AND TITLE] and must not open or forward suspected malicious messages.

5.4 Downloads: Employees may not download unauthorized software, files, or applications onto company systems without approval from [IT CONTACT NAME AND TITLE].

5.5 External Storage: Use of personal email, cloud storage, or removable media to transfer company data requires prior written approval from [AUTHORIZED ROLE].

6. PRIVACY AND MONITORING

6.1 No Expectation of Privacy: Employees have no expectation of privacy when using company systems, which may be monitored, accessed, and reviewed by [COMPANY NAME].

6.2 Monitoring: [COMPANY NAME] reserves the right to monitor, log, and audit all activity on company systems, including email, internet usage, and social media accessed through company networks.

6.3 Personal Devices: Personal devices used for company business must comply with this policy and may be subject to reasonable security review by [IT CONTACT NAME AND TITLE].

6.4 Retention: Company records, including electronic communications, may be retained and disclosed as required by law or company policy.

7. CONFIDENTIALITY AND INTELLECTUAL PROPERTY

7.1 Confidentiality Obligations: Employees must protect Confidential Information at all times, both during and after employment.

7.2 Intellectual Property: All content created by employees within the scope of employment using company systems is the property of [COMPANY NAME].

7.3 Return of Materials: Upon termination of employment, employees must return all company devices, accounts, credentials, and data in their possession.

8. COMPLIANCE WITH LAWS AND REGULATIONS

8.1 Legal Compliance: Employees must comply with all applicable laws, including laws governing privacy, defamation, harassment, copyright, and data protection.

8.2 Protected Activity: Nothing in this policy restricts employees from engaging in legally protected activities, including discussing wages, hours, or working conditions, or reporting unlawful conduct to government agencies.

8.3 Copyright: Employees must not reproduce, distribute, or post copyrighted material without proper authorization or legal exception.

9. REPORTING VIOLATIONS AND DISCIPLINE

9.1 Reporting: Employees who become aware of a violation of this policy must report it to [REPORTING CONTACT NAME AND TITLE] or [ALTERNATE REPORTING CONTACT].

9.2 Investigation: [COMPANY NAME] will investigate reported violations in a timely and confidential manner to the extent practicable.

9.3 Discipline: Violations of this policy may result in disciplinary action, up to and including termination of employment and legal action.

9.4 Cooperation: Employees must cooperate fully with any investigation conducted under this policy.

10. POLICY ADMINISTRATION

10.1 Ownership: This policy is owned and administered by [DEPARTMENT NAME].

10.2 Review: This policy will be reviewed at least annually and updated as necessary by [AUTHORIZED ROLE].

10.3 Amendments: [COMPANY NAME] reserves the right to amend, modify, or revoke this policy at any time with notice to employees.

10.4 Questions: Questions regarding this policy should be directed to [CONTACT NAME AND TITLE] at [CONTACT EMAIL] or [CONTACT PHONE].

11. ACKNOWLEDGMENT AND SIGNATURE

11.1 Acknowledgment: I acknowledge that I have received, read, and understand the Employee Social Media and Internet Usage Policy of [COMPANY NAME].

11.2 Agreement: I agree to comply with this policy and understand that violations may result in disciplinary action, up to and including termination.

11.3 Receipt: I understand that this policy does not create a contract of employment or alter my at-will employment status, if applicable.

Employee Name: [EMPLOYEE NAME]

Employee ID: [EMPLOYEE ID]

Job Title: [JOB TITLE]

Department: [DEPARTMENT NAME]

Employee Signature: [EMPLOYEE SIGNATURE]

Date: [DATE SIGNED]

Witness Name: [WITNESS NAME]

Witness Signature: [WITNESS SIGNATURE]

Date: [WITNESS DATE SIGNED]

Company Representative Name: [COMPANY REPRESENTATIVE NAME]

Company Representative Title: [COMPANY REPRESENTATIVE TITLE]

Company Representative Signature: [COMPANY REPRESENTATIVE SIGNATURE]

Date: [COMPANY REPRESENTATIVE DATE SIGNED]
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